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Abstract

Voting is one of the methods used by humans to determine decisions in a case. Along
with the development of technology, conventional voting also follows the transformation in the
adaptation of the current digital era. There is an electronic version of this voting which is often
called e-voting (electronic voting). Of course, the application of technology in voting will raise
public opinion about concerns about maintaining network privacy and security in e-voting. Of
course, security problems can be overcome with technology that is currently being utilized
optimally in various fields of life, namely blockchain technology. In enhancing e-voting security,
blockchain will be used in P2P networks. The application of the blockchain system in e-voting
will produce a safe e-voting system so that it can reduce the percentage of forgery of votes in
the e-voting system. Implementing a blockchain-based e-voting system will involve 3 elements,
namely cryptography, software engineering theory, and voting theory. In realizing blockchain-
based e-voting, several stages are needed. (1) vote counterfeiting is avoided by adjusting the
voting recording model based on ledger technology, (2) in terms of authentication, this
technology is equipped with elliptic curve cryptography (ECC) based user model design, (3)
providing a model designed for voters to change their vote before the specified time limit. The
integration of these three designs is an important requirement in the e-voting process, proving
and verifying a blockchain-based e-voting system in a P2P network that has been designed on
linux.
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1. Introduction

Indonesia is a just, democratic and prosperous country [1], where the application of
democracy and the voting system are determined as a method of solving a problem fairly [2].
Voting is usually used in debates, election campaigns and discussions. Voting itself is a
procedure or method that focuses on the preferences of each individual [3], group or meeting
[4]. Voting is used within the scope of groups or organizations such as companies, voluntary
associations, school spheres, and residences in [5] where voters are usually given the freedom
to choose the candidate they like, with the privacy of voters being maintained from others [6]. In
Indonesia, general elections are held based on the principles (direct, general, free, confidential,
honest and fair) or abbreviated as LUBER JURDIL as stipulated in Law no. 7 of 2017 [7].

Currently, conventional general elections have many shortcomings, ranging from
frequent errors and even manipulation of incoming vote data [8] [9] and even in holding
conventional elections it can be said that they have not attracted the attention of the public,
especially the millennial generation, in giving their right to vote, this is This can be seen from
the increasing apathy (indifference) of the younger generation by not giving their right to vote in
recent years [10]. With the problems previously described, there is a need for transformation in
the electoral system. So it is necessary to make adjustments to the voting system so that it can
keep up with current technological developments [11]. Technological developments are
increasingly rapidly, with this rapid development there must be maximum utilization in aspects
of life to facilitate and create community welfare [12]. Electronic voting or (e-voting) is the
proposed solution, which from the abbreviation of the name already looks very familiar, e-voting
is online voting or technology-based voting [13] which will involve technological advantages
starting from the voting process to counting. votes cast by the voting office [14]. The application
of e-voting can attract the attention of certain groups, namely the younger generation compared
to traditional voting [15], because its use is easier. The use of technology makes elections look
bigger and the application of e-voting will also provide benefits for the state budget costs
incurred for each general election activity. E-voting offers cost savings in terms of labor, as well
as the provision of facilities (places) [16]. Through e-voting, voters can submit their choices to
election authorities from any location and offer a high level of security that cannot be denied by
anyone with authenticated encryption on the implementation of the e-voting system [17].

1.1 Background

Voting is a very important thing in a country that adheres to a democratic ideology to
determine the fate of a country or organization [18]. However, voting that has existed until now
is still done manually where in this all-manual implementation there are still many visible frauds,
ranging from coercing voters' voting rights by giving the lure of a reward and there are even
prospective spouses who manipulate results of the vote by replacing the ballot box in the polling
place with his own. Seeing the important role of voting for the future of the country because of
the election of a leader who will govern a country for 5 years, it is necessary to develop a voting
system that can provide security for voters to choose the desired candidate so that later the
decision of the country's leader is the pure vote of society without the interference of parties who
are not concerned. And it is hoped that there will be a voting system that can attract voters (the
public) to participate and advance the state in the form of giving their voting rights, especially
the younger generation seen in recent years give apathy towards voting in Indonesia. With e-
voting following current technological developments, it is necessary to stipulate a number of
important principles that adapt the conventional general election system, where e-voting or
(electronic voting) needs to have the characteristics of accurate calculations.real-time,
availability of high security for voter data, data accuracy [14]. Electronic general elections (E-
voting) will provide many advantages by providing several advantages compared to
conventional elections, including being able to save time and energy, high efficiency and
flexibility [4]. Of course, the submission of e-voting will lead to pro and con opinions from the
public regarding concerns about the level of privacy security offered by e-voting in utilizing
technology [13]. Voting procedures by e-voting will be used in technological devices such as
mobile devices, computers with the help of the internet, which are the areas of research on
signature algorithms, cryptography and encryption [6] [17] [19]. Additionally, it is important to
explore the potential challenges and limitations of implementing blockchain technology in the
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voting system, such as scalability, transparency, and the need for a robust consensus
mechanism. However, maintaining one of the important elements in voting namely anonymity is
not adequately handled by data encryption [20]. Of course, this statement is a public question
about how to design a practical and safe e-voting system [21] for the information or privacy of
each voter in voting. Therefore, in answering people's concerns in this study we present a
system that utilizes blockchain in the development e-voting system to increase voter security
and anonymity. Where Blockchain is a record of direct peer-to-peer transactions that are
connected in a decentralized manner where each data will be secured cryptographically [22]. In
recent decades, blockchain technology has received a lot of attention from data management,
technology security, and scientific research [23]. Whereas in blockchain e-voting will be
equipped with signature algorithms, data encryption, and cryptography as elements that can
strengthen data security in the system from hackers as well as providing a sense of security and
trust for the public that technology can facilitate human activities.

1.2 Framework Study

Here, we present a strategy for implementing blockchain in e-voting systems to enhance
voter privacy security. Blockchain itself is a technology discovered by Nakamoto in 2008, where
the blockchain is based on distributed ledger technology that functions as a public transaction
ledger for the bitcoin cryptocurrency. In the blockchain system, there will be synchronization
with the validation carried out by the community on the system from replica ledgers created by
several nodes in the blockchain system [24] [25]. Every data that is input into the blockchain
technology system will be encrypted using secure hash algorithm 256 (SHA-256) at regular
intervals to form a chain or block and then sent to all networks that are connected peer-to-peer
[26]. Blockchain implementation in the e-voting system in research will go through several
stages:

1. Avoiding voting fraud, a synchronous system will be designed with a distributed ledger
that can be used to track data that has occurred. This data is important so that it can be
updated in real-time thereby reducing reconciliation activities [27].

2. The authentication function will be designed based on elliptic curve cryptography (ECC)
in the credential model.

3. There will be a voting function for voters to change their choice before the specified time
limit.

The blockchain-based e-voting system will be designed on the Linux platform,Where on
this platform can be used to prove or verify the system scheme to be run [28]. This blockchain-
based e-voting system involves 3 important things, namely software engineering theory, voting
theory, and cryptography. Through the implementation of these 3 important points, we propose
the design of a blockchain-based e-voting scheme that also complies with the principles of
conventional voting procedures. By implementing blockchain in the e-voting system, it can
reduce voting fraud by blocking vote fraud which often occurs in conventional general elections
and ensuring increased voter safety in voting.

E-voting decentralization will be presented in 4 sessions:
1. Section 2, introduction to the structure of the blockchain-based e-voting system design.
2. A detailed description of the blockchain-based e-voting scheme is in section 3.
3. Presentation of the blockchain e-voting scheme for further evaluation of its
shortcomings will be explained in section 4.
4. Part 5 or the completion stage, will present a ready-made blockchain e-voting system
design summary.

2. Literature review

In research on decentralized electronic voting based on blockchain P2P, 12 literature
reviews related to blockchain will be discussed starting from the application of blockchain in
education, social and other fields. There are 7 literature reviews discussing the application of
blockchain in the world of education, starting from the use of learning methods to certification.
2 literature reviews on industrial applications, 1 reviewReferences the application of blockchain
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technology which has contributed to the pandemic situation, and there are 2 literature reviews
that will discuss the security offered by blockchain technology [29].

Research on blockchain certificates in the world of education, to be precise [30],
blockchain implementation is used to increase data security and minimize manipulation.
certificate by providing a uniqgue numbering for all teacher certificates (Lecturers). The
implementation of another blockchain theme that raises the topic of blockchain in verifying the
authenticity of written data to reduce the recognition of data that is not their right has been
successfully carried out. Data security in the world of education that utilizes blockchain
technology is currently being carried out very intensively so that other research has been
successfully carried out and discusses the security of data provided by the blockchain system,
where data stored on the blockchain will be encrypted with a different unique code. thus making
it difficult for people who do not have access to modify data.

The application of Blockchain in learning methods has also been successfully carried
out by research and presented in the form of papers by several authors. One of the applications
of blockchain in learning methods to be precise [22] which focuses on the characteristics of the
blockchain, namely distributed, where in this study the blockchain succeeded in presenting a
structureLTAI belonging to Raharja University students to be precise at the Alphabet Startup
incubator is getting neater. Other research discusses the role of blockchain technology in
providing innovative gamification learning techniques at Raharja University. Universities that
provide engineeringFun Learning for students to be more active in learning. Blockchain is also
used in the evaluation of learning in the world of education, namely exams that students will
pass, which discusses the use of blockchain technology that supports social distancing where
students don't need to come to campus to take exams, they only need the internet to access
exams in real time. time.

In the world of education, Blockchain can also be applied in making applications that
provide a sense of security for students and student guardians to store personal data that utilizes
technological developments.

In addition to the application of blockchain in the world of education, this research raises
several other review literature whose applications are outside the scope of education.
Blockchain research is used in improving transaction security which explains 5 principles,
namely database distribution, transparency, 2 peer-to-peer transmission, records that are
difficult to change, and Blockchain computing logic in providing a sense of security for users in
making transactions In other studies discussed the implementation of Blockchain for developed,
just and prosperous countries for their people, which in this paper explains that the use of
blockchain can reduce the problem of corruption that is often carried out by state officials.

The blockchain literature review then discusses the application of blockchain in the
industrial world. discusses the use of blockchain in security enhancements that can reduce
industry expenses and simplify production. In 2020 blockchain research that can provide an
advantage for the industry in selecting new employees is the application of blockchain
technology in checking the authenticity of this research diploma certificate.

Furthermore, Blockchain can be applied to solve the pandemic problem that is currently
hitting several countries in the world where blockchain can be used to track the supply of relief
goods to the public with its transparency characteristics.

From the 12 literature reviews described above, it is clear that blockchain is focused on
the world of education in order to produce quality young people. As well as the use of blockchain
in this literature review, all of them focus on the security advantages offered, because in this
literature review there are many discussions in the field of education, therefore the researcher
chooses to conduct research that will take advantage of the security advantages of blockchain
in electronic voting systems that will enter into social scope in its application.

3. Research Purpose
Of course, in conducting research, it is necessary to have goals to be achieved so
that the research becomes more focused, here are the research objectives regarding
blockchain-based decentralized electronic voting on P2P networks:
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1. To take advantage of blockchain technology beyond the scope of education, the use of
blockchain technology in e-voting will have a big impact on many people (Social).

2. The use of blockchain can bring innovation, where voters do not need to be in a direct
location to cast their right to vote, with this advantage voters who are traveling abroad
can still vote via smartphone.

3. This e-voting application aims to attract the attention of the younger generation to use
their voice and not become apathetic citizens.

4. Makee-voting blockchain as a solution to overcome the problem of conventional voting
(Manual).

4. Method

Deep blockchain application cryptocurrency is an interesting topic for implementing
blockchain systems in various fields ranging from education, social, economics, industry, and
offices. The blockchain system uses a distributed ledger where the system is continuous,form
new blocks that contain new data in the system so that later new blocks can be assembled into
one unit that stores the hash value of the previous block and that has been made by several
previous nodes in the system [45], of course adding new blocks to the system requires approval
or verification the existing community in the network (Figure 1). The process is quite
complicated to ensure that the trusted security of implementing the blockchain system in the
bitcoin cryptocurrency is the forerunner of blockchain exploitation in the need for increased
security in the design of e-voting systems, which is currently a popular topic of public concern.
Here are some improvements in terms of voting security compared to conventional voting:

1. Design a voting model that avoids vote falsification by implementing a blockchain
system based on distributed ledger technology.

2. Provision of authentication features equipped with a credential model based on ECC.

3. The advantage of the voice changer feature is the opportunity to change the voter's vote
submitted before the specified time limit by withdrawing the vote.

The designed scheme will be presented in Figure 1. along with the elements in the
blockchain e-voting scheme design.

Y \ D e
W - Q
ve— h
(=) ) N )y =] e -@8@
N =
= o 2>
Create Block
Vote data gave Stored in Voting erifaction of the IMiner Solving

by voters office authentication of the vate  mathematical problem
using public key

Figure 1. Schematic design of a blockchain-based e-voting system

=

Voter list data will be added and stored in one block on the blockchain system.

2. Voters have advantages over the blockchain e-voting system, namely the option to
withdraw votes before the specified time.

3. All votes entered into the e-voting system will be stored at the polling office. The polling
office has the right to process vote verification as well as inquire about the public key
held by the voter.

4. Public Key, is an element that handles the security of the selector's public key with
encryption.

5. Every vote entered and managed at TPS will be entered into a database voting so that

the number of voters can be seen in the statistical database.
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4. Blockchain-Based E-VOTING STRUCTURE

The votes received will be included in the block by going through the verification steps

carried out by miners to get a hash to maintain the security of the votes stored in the block.

4.1 Understanding Blockchain in Blockchain-Based E-voting Systems

In the blockchain-based e-voting design there is a block chain, where in this block all

data has been submitted and arranged based on distributed data (Figure 2).

Figure 2. lllustration of the arrangement of voter data storage blocks

The elements stored on this block include (Picture 3):

1.
2.
3.

Signature
Timestamp
Selector Voter ID

Each block will have a high level of security with it has different, where this hash will go

through several processes starting from completion problem mathematics by paraminer that
need to be validated by other member nodes. When a hash is found, a new block will be formed
and form a chain between the previous block and the new block. This fairly complicated process
will maintain the security of the data stored in this block and will be difficult to deceive because
the data will be mutually encrypted. The block will store several elements, namely:

1.

2.

Voter ID, where in e-voting they play a role in voting for the pair of candidates they
choose.

Of course in general elections there seems to be. The incoming ballot invoice is the
voter's choice for the candidate partner who is of interest.

In electronic voting to verify the authenticity of the stored votes, it requires the voter's
signature to sign the hash of the votes so that later the votes will be stored safely without
any leakage of votes. This signature will assess the authenticity of the data received.
The blocks stored in the blockchain-based e-voting system have a time record, namely
the block creation time in UNIX time format which is the number of seconds that have
passed since 00:00:00 Thursday, January 1, 2021.

Each block will have a unique hash, where with this hash, the blockchain e-voting
system will find it difficult to modify the data it stores. This hash system implements the
SHA-256 algorithm used in bitcoin.
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1D Voter

Stamp

Time Record

Hash

Figure 3. Elements on the block

4.2 Implementation of ECC on User Credentials

In the features offered by the e-voting system, namely authentication, there will be a
model design that applies ECC to user credentials. Here are the steps for implementing ECC.

1. The results of each voter's vote will be stored securely and will only be known to him
with the security of using the voter's signature to verify his vote.

2. To authenticate the voting results, each voter will be directed to use a private key to
mark blocks with hash and signature of each individual using the ECDSA signature.

The signature inputting process is described in Figure 4. There are 7 elements in the signature
inputting process in the system. e-voting hamely:

Vote (V)

|

Hash count of votes (V) = Hash (V)

l

Z is a variable that represents the bit
length

b o<

Choose an integer at random (k)

!

Curve point calculation

X1, Y1) =kx G

!

Calculation s = k-1 (v+rdA) modn ———————  Ifr==0

!

Signature (r, s)

Figure 4. Signature print
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Vote count = Number of Hash votes

Z to represent the bit length (Ln) of the left side sound. (Ln)
Selection of random numbers (k) starting from [1, n - 1].
Calculation (X1, Y1) = k (random number) x G

Calculate r = x1 mod n. If r == 0, process returns to (3).
Calculate s = k-1 (v + rdA) mod n. If s == 0, return to (3).
Voting signature in symbols (r, s).

Nogkrwpdr

An explanation of the variables involved in the hash block signing process.

n: As an integer

G: The point of the basic elliptic curve

O: As a marker of the element ID selector or identity of the selector n As an integer in the
formula nx G = O. Ln, where Ln is the bit length indicator (n)

In calculating the length of the bit (n) will be given an illustration of nx G = 0. Ln, where

G = denotes the base of the elliptical curve.

In using the blockchain system in the e-voting system, of course there are familiar terms
that need to be known, namely the elements public is and private key. The two keys on the
blockchain will be used by voters to generate block hashes and keep their privacy safe. Where
in this blockchain-based e-voting scheme,private key denoted as dA with integer units. While
the public key is a curve point which is denoted by QA = dA x G, (x) as a multiplication sign for
the points of the ellipse image.

4.3 Calculating Block Hashes With Sha-256 Conditions

Improving the blockchain from a blockchain-based e-voting system, a unit is needed
between the old block that has been created and the new block, for this it is necessary to have
hashes that can integrate. old block with new block is required by calculation based on SHA-
256. The hash value calculation will be explained in Figure 5 in detalil.

1. Notifications are represented in a variable (m) by applying a binary expression

2. M = pad (m) drawn for length (m) 64 bits with binary expressions and pad (m) for order
1000....000

3. Next, m will be truncated into smaller numbers with 512-bit binary chunks, expressed
asM (1), M (2), M (3),and so on ... ... M (n)

4. 64 constants are used, each denoted by WO, W1, ..., W63

5. Eight work variables labeled a = 0x6a09e667, b = Oxbb67ae85, ¢ = 0x3c6ef372, D =
Oxab4ff53a, e = 0x510e527f, f = 0x9b05688c, g = 0x1f83d9ab, and h = 0x5be0cd19
used as the initial hash value.

6. Compute the 64-cycle cryptographic iterative computation for the first chunk.

7. The result of the last iterative computation is the hash.

Message (M) ﬁ

A4

Message Padding : B
m' = pad (m) l

Message

Enumeration M* M* —l

04 Iterationon Each
Part of the Message l

Hash
Figure 5. Hash creation process
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4.4 Formation of New Voting Block and Miner Hash Block

Voters who have successfully submitted to the e-voting system will then be stored in
that block. The creation of this block will use the same Pow algorithm and application as SHA-
256 to be able to decode a unique code to integrate new blocks with old blocks in P2P networks.
Votes that have been verified are authentic, and want to be included in a new block, a miner's
role is needed to generate a hash through the information obtained from voting, when a miner
finds a suitable hash, the next step is to inform participants in the P2P network. When a new
block is successfully created and it turns out that the timestamp on the block is the same, the
block with the highest signature value will be selected.

4.5 Security considerations

Security issues are of course highly considered in implementing this blockchain-based
e-voting scheme. In the election protocol, public privacy data must be maintained so that it does
not leak and prevent unwanted bad things from happening. In a blockchain e-voting system, this
will prevent that from happening, with blockchain implementation it will be difficult for hackers to
enter the network and manipulate data. The level of security provided by blockchain technology
is very high, as evidenced by the copying of data that enters the system to all participants in the
system.

With the distribution system in the blockchain technology system, it will prevent hackers
from entering the system, whereby when hackers force entry into the system, they are required
to change the entire content of blocks in the blockchain chain. For example, when a hacker
wants to falsify data in block number 7, he must also replace the previous block, and of course
this will not be easy because there is a hash code that belongs to each block which is very
difficult to crack. If the hacker succeeds in changing block number 7, the system will verify that
the block after number 7 is valid because it detects an irregularity in the data entered. From the
user side of the blockchain system, they will not be affected by hacker activity, they will keep
original data records without any fake data being made by hackers, and the system will
continuously create new blocks in the blockchain. chain. With the security that blockchain
provides to users, a blockchain-based e-voting scheme will provide a sense of security for the
public to vote and eliminate concerns in terms of negativity regarding the use of technology.

5. Result

From the results of data analysis, voting in Indonesia still has injustice that is felt by the
community. Judging from the chaos that occurred after the announcement of the results of the
leadership voting. The injustice felt by the community was triggered by bribes from candidates,
justification for roads in an area in exchange for choosing a candidate, to the issue of ballot box
manipulation in several areas where all the votes were filled for fraudulent candidates.

The e-voting system can certainly be a solution to the problem of vote falsification that
is experienced during general elections. The blockchain-based e-voting system makes it easier
for voters to vote (efficient), very easy to use (practical), reduces the state budget spent on
conventional election security, and maintains the security of voter privacy because of its nature
(anonymous). The blockchain design scheme has been designed on the Linux platform with the
Ubuntu system with source code using the Python programming language. In improving the
security of election votes, votes that have been stored in the system will be stored in blocks
contained in the blockchain system. Where in this block will store 5 important elements to
prevent fraud loopholes.

1. The hash that belongs to the previously created block.

2. A timestamp is found on every block that has been successfully formed.
3. Votes cast by voters.

4. Voter's signature, to verify the authenticity of the vote.

5. Voter ID.

The design of the e-voting system model above will describe the implementation of
blockchain in the system below:
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1. By implementing blockchain in the e-voting system, voting willin decentralization, public,
and distributed, and voters' votes are recorded on the device so that the goal is achieved
to minimize fraud, namely vote falsification.

2. Audit and verification using e-voting technology can minimize state budget spending.

3. Minimize vote rigging, by implementing a peer-to-peer network in timestamps and
validating votes with the consensus of members in the network.

4. With a blockchain voting scheme, it will increase security in fraud loopholes.

The use of technology in the development of electronic voting will result in a high

difference in terms of security compared to conventional voting. The following differences will
be explained in detail.

1.

The nature of blockchain-based e-voting promotes anonymity, where user privacy
(identity or personal data) will be stored securely in the system because voters need an
ID to vote.

Increase security in terms of vote falsification, votes will be difficult to change after being
stored in a block because the e-voting model is synchronized with the distributed ledger.
Vote refusal is difficult due to the design of the ECC-based user credential model for
authentication.

Voters are given a second chance to change their previous voting rights with new choices
as they wish, provided that they do not exceed the time limit for inputting all voter data.

A. Voting Blockchain-Based E-Voting Workflow

1.

2.

Dead will provide an identity ID to distinguish voters from each other, and also voters get
their credentials from the polling office.

Since the e-voting system implements the blockchain system, voters need to have an
important element in the blockchain, ie private key and public key.

The private key will be kept by one voter without anyone knowing and the public key will
be handed over to the polling office which has the right to access the public key in the
process. general elections.

Miners will be randomly assigned to find a unique code for the creation of a new data
block.

Once a miner finds a unique code, a block is generated. The schematic is illustrated in
(Figure 6).

!

Fublic Key 1D Voter

Add & Mew Block To the
Blockchain Chain

Figure 6. The flow or process of blockchain-based e-voting
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B. Voting
Voting is depicted in Figure 7. and is illustrated as follows:

wh e

“ioter
2oN
Mingrs
1D \Voter ﬂr H
Signature Ui ¥y | i D Woter . I
i - 1
- Public Key L1 ravasl - 1 -
=H
Signature
Timestamp
Hash creale new

block

Figure 7. Voting Process

The voter hash is obtained from H = Hash (voter ID + Vote + timestamp in the block).
The voter's private key will be used to create a signature (S).

Miners have the right to access Vote, S, timestamp, public key, ID selector in creating
a new block that is integrated with the previous block.

In obtaining block hashes, miners use SHA-256 with the calculation H = Hash (ID +
Timestamp + voting)

Public key which is granted access to miners will be used in the voter signature
verification process to get Hash (H)

After getting H, the miner will compare one H with another H contained in the block, if
both are the same then S is received and successfully verified.

Miners will create a new block that is integrated with the previous block with the help of
voting and hash information that the previous block has.

The application of blockchain technology in the e-voting system is equipped with 8

benefits, namely:

1.

Anonymity, namely the application of the principle of election to the principle of secrecy.
Where the characteristics of this anonymity make the voter's choice known only to
himself.

Transparency, with blockchain technology, of course, this feature is already familiar
because blockchain is famous for the transparency of all activities that occur in the
system. The application of the characteristics of transparency in e-voting provides
justice and increases honesty because the data stored in the system will be open to the
public.

His validity, the application of blockchain technology will make it difficult for people who
do not have access to enter the system and damage the data. Due to Chara's tourism
feasibility, it only provides an opportunity to vote for voters who already have access to
the system.

Verifiability This fourth characteristic is a characteristic that is used to verify the
procedures performed by the system.

Dependability, the fifth feature is proof of e-voting security, there is nho need to doubt
it, because in a blockchain-based e-voting system, voters (voters) cannot be replaced
by other people, multiply votes, or delete voter choices.

Audit Capability,When a counting error occurs, the system must be able to provide
features that can assist the vote counting petition.
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7. Political Side,e-voting can reduce fraud that is often committed by a candidate by
replacing the ballot with his choice at the TPS. By minimizing this fraud, leaders will
emerge that are wanted by the community.

8. Economic Influence,politics can no longer influence voters from the lower class to give
their right to vote to several candidates by coercion in the form of money given before
the election .

With the presence of blockchain-based electronic voting, it can achieve the goal of
reducing vote falsification which often occurs in conventional voting. By achieving this goal, it
can present leaders who are in accordance with the people's choices without coercion from
various parties and can present a just, prosperous and prosperous atmosphere for the people
of Indonesia with leaders who can build a better country.

6. Conclusion

The idea of adopting a digital voting system to make the voting process cheaper, faster
and easier, is one that is attractive in modern society [18]. Electronic voting will provide many
advantages and efficiencies compared to conventional general elections, in terms of vote
counting time. Conventional vote counting will be counted one by one, making counting quite
time consuming. The existence of electronic voting will simplify vote counting and minimize the
use of time in calculating vote results.

A digital voting scheme that utilizes blockchain technology can be the best solution for
overcoming election problems that often occur, e-voting design schemes also meet important
requirements in conventional elections. Through blockchain-based e-voting, all incoming data
will be cryptographically linked between the old block and the new block. The application of
blockchain to electronic voting systems will provide 3 security improvements, namely:

1. Easyto detect, all data that enters the system will be easily detected by the process making
it difficult to manipulate.

2. Difficult to falsify as all selection processes are tracked from start to finish, it will be difficult
to manipulate and all data will be distributed to every node in the network.

3. Decentralized, the blockchain e-voting system is not centralized on one party, because all
nodes in the system will keep a copy of the voting data [69].

These three security improvements prove that the e-voting scheme prioritizes voter
privacy security by providing difficulties in modifying data for parties who wish to commit fraud
because the data stored in the block will be integrated with the previous block so that this
integration will result. in invalid data if any. who want to modify one of the blocks assembled into
one unit [70]. Of course, no matter how sophisticated the technology is, there are still drawbacks,
where the implementation of blockchain in the e-voting system has attacks that make the data
in the e-voting system threatened. The attack that the blockchain-based e-voting system must
watch out for is the quantum computer attack.
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